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The smart metering and communication methods used in smart grid are being extensively studied owing
to widespread applications of smart grid. Although the monitoring and control processes are widely used
in industrial systems, the energy management requirements at both service supplier and consumer side
for individuals promoted the evolution of smart grid. In this paper, it is aimed to disclose in a clear and
clean way that what smart grid is and what kind of communication methods are used. All components of
a smart grid are introduced in a logical way to facilitate the understanding, and communication methods
are presented regarding to their improvements, advantages, and lacking feature. The developing gen-
eration, transmission, distribution and customer appliances are surveyed in terms of smart grid inte-
gration. The communication technologies are introduced as wireline and wireless classification where
the key features are also tabulated. The security requirements of hardware and software in a smart grid
are presented according to their cyber and physical structures.

© 2015 Elsevier Ltd. All rights reserved.
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1. Introduction

The conventional grid is quite degraded from its first installa-
tion up to now and is not able to meet the actual requirements of
information age. Although the smart grid (SG) that is based on its
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conventional ancestor, it supports to have an additional commu-
nication medium due to its capabilities. Owing to this popular
technology, we can monitor the energy consumption and the
actual indoor situations of our homes by using smart phones or
other mobile devices. On the other hand, it provides to manage
our energy consumption, having broadband internet, and con-
verting homes to smart environments. Then, what are the com-
ponents of this system?
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Nomenclature

ADSL  Asymmetric digital subscriber line
AGC Automatic generation control

AMI Advanced metering infrastructure
AMM  Automatic meter management

AMR Automated meter reading
BAN Building area network

BB-PLC Broadband PLC

CHP Combined heat plants

CIS Consumer information systems
CR Cognitive radio

DER Distributed energy resources
DG Distributed generation

DMS Distribution management system
DoS Denial-of-service

DSL Digital subscriber line

EMS Energy management system
EV Electric vehicles

FAN Field area network

G2V Grid-to-vehicle
GEO Geostationary earth orbits

GIS Geographic information system
GPS Global positioning system
GSM Global System for Mobile Communications

HAN Home area networks
HD-PLC High Definition PLC Alliance
HomePlug HomePlug Powerline Alliance

IAN Industrial area network
LAN Local area network

LEO Low earth orbits

LTE Long-term evolution

MAN Metropolitan area network

MDMS
MEO

Metering data management system
Medium earth orbit

NAN Neighborhood area network

NB-PLC Narrowband PLC

NIST National institute of standards and technology
OFDMA Orthogonal frequency division multiple access

OMS Outage management system

(0| Open systems interconnection

PEV Plug-in electric vehicle

PHEV  Plug-in hybrid electric vehicle

PHY Physical layer

PKI Public key infrastructure

PLC Power line communication

PMU Phasor measurement unit

QoS Quality of service

RES Renewable energy sources

SAE Simultaneous authentication of equals
SCADA Supervisory control and data acquisition
SFC Secondary frequency control

SM Smart meter

SSMP  Secure smart-metering protocol

SSP Secure signal processing

T&D Transmission and distribution

UMTS  Universal mobile telecommunications system
UPA Universal Powerline Association

V2G Vehicle-to-grid

VDSL Very-high bit rate digital subscriber line
VHDSL Very-high bit rate digital subscriber line
VoIP Voice over internet protocol

VPN Virtual private network

VPP Virtual power plant
WAN Wide area networks
WiIMAX Worldwide interoperability for microwave access

WPAN  Wireless personal area network
WRAN  Wireless regional area network
WSN Wireless sensor network

The SG is the most recent term that is used to describe the
communication and control facilities integrated to the conven-
tional grid in the 21st century. Although several appellations as
intelli-grid, intelligent grid or inter-grid are used, the smart grid
term is widely accepted for the grid including wireline and wire-
less communication infrastructures [1]. The main contribution of
SG to conventional power grids is to provide bidirectional flow of
energy and communication signals. The widespread control and
communication substructure enables the SG to react to the chan-
ges that are occurred in any part of generation, transmission and
distribution (T&D), and customer substations. This ability is
inherited from sensor networks and agent based observation of
entire grid where the integrated controllers instantly commu-
nicate with each substation and energy conversion units such as
transformers, converters, inverters, and generators. Moreover, this
kind of observation provides to detect source and load side
demands to manage the energy flow in an extended decision cir-
cumstances [1,2]. On the other hand, the SG concept lists several
problems in the conventional and centralized grid since the SG is
based on distributed generation (DG), and to advance the con-
ventional grid [3-5]. According to a report cited in [4], the fossil
fuels that cause greenhouse gas effect, climate changes, and
environmental impacts consist more than 80% of the globally
generated energy. Another promoting factor of SG is centralization
and degrading problems of conventional grid. These disadvantages
cause harder restorations against peak load demands [4].

The preliminary researches on SG were the first steps of plan-
ning and designing the future energy networks that are fully
interactive with generation plants and customers. The security,
sustainability, efficiency, and reliability of SG should be taken into
consideration besides its economic aspects [6,7]. In this point of
view, the recent innovative SG researches include automatic vol-
tage and frequency control, droop control, active and reactive
power control, demand side management, microgrid integration,
cyber-secure communication, and computational intelligence
methods [8-10]. The SG environment can be analyzed in three
technical perspectives as infrastructure, management, and pro-
tection. The infrastructure of SG involves the highest share of
smart generation, T&D, metering, monitoring, and communication
sections. High penetration of alternative energy sources, micro-
grids, and clean energy sources are listed in the infrastructure
perspectives [1,9]. The advanced power electronics, sensing and
measurement technologies are also related to infrastructural
issues that improve the development of SG in terms of power
management and demand control. The adaptive communication
and smart control opportunities allow fast, accurate and real-time
control owing to computational intelligence technologies [9,11].
Another lacking feature of the conventional grid is unidirectional
communication and energy flow. It prevents the interaction
between utilities and users in terms of bidirectional communica-
tion. It is not possible to detect how much energy is consumed or
is wasted by the consumer in billing terms since there is not any
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monitoring or measuring infrastructure is located at the end-user
side [4].

The smart infrastructure provides the bidirectional energy and
data flow depending its energy, intelligence, and communication
infrastructures. The conventional unidirectional grid is based on
generating the energy and supplying to load sites over T&D lines.
However, the SG allows load sites or customers to generate energy
and supply to the utility grid by using micro-generation sources
enabling bidirectional energy flow. The micro-generators can be
either conventional or alternative sources that operate in the
microgrid structure and assist the utility grid. The smart commu-
nication subsystem covers monitoring and metering objectives of
entire generation and consumption parts of the SG [1,9]. The smart
management systems require some purposes such as energy effi-
ciency, demand profile, energy loss prevention, cost and pricing,
several optimization processes, machine learning and control
services. The smart communication and intelligence subsystems
are related to management systems as well as infrastructural
components. Therefore, the smart protection covering reliability,
prediction, localization and security issues are the most recent
research area of SG. The monitoring and measurement require-
ments are performed in this perspective. Smart metering systems
measure the consumption and other related billing parameters in
the predefined intervals. The measured data are modulated
according to communication protocol and are transmitted to
management system over wireline or wireless networks. The
advanced metering infrastructure (AMI) could be assumed as the
developed version of traditional automated meter reading (AMR)
and automatic meter management (AMM) systems since it
involves several enhanced technologies such as smart meters
(SMs), home area networks (HANs), wide area networks (WANs)
or neighbored networks [8,9].

The smart protection covering reliability, prediction, localiza-
tion and security issued are the most recent research areas of SG.
The failure detection, diagnosis, self-healing, and microgrid pro-
tection issues are also other aspects of smart protection system.
The SG reliability depends on the sustainability of DG where the
intermittent characteristics of renewable energy sources (RES) and
fluctuations caused by load variations should be prevented to
affect the SG. The measurement and monitoring systems become
vital in order to pursue the reliability and quality of service at the
required standards. Another important mission of SG protection is
fault protection infrastructure that is based on prediction and
prevention. In the next step of prediction mechanism, the fault
detection, diagnosis, and fixing the fault should be rapidly per-
formed by the system itself or by the operator. Consequently, the
smart protection is handled in two points of view that are pre-
vention before fault and recovering after fault. The prevention
stage is performed by observing the amplitudes of voltage and
currents, thermal variations, transient and steady state parameters
continuously. This kind of monitoring prevents major faults. The
fault detection and diagnosis rely on widespread measurement
and communication network consisting phasor measurement
units (PMUs), smart metering units as AMI and AMR, and other
sensor networks [1]. Fig. 1 illustrates a detailed sketch of a smart
grid that consists of DG sources, conventional generators such as
combined heat plants (CHP), fossil fuel based power plants, RES,
and loads namely electric vehicle (EV), intelligent buildings, smart
homes, and data center that manages entire communication
infrastructure. The communication system of an SG as shown in
Fig. 1 should meet the system requirements such as quality of
service (QoS), reliability, coverage and sustainability, and security
and privacy [12]. The QoS of a communication infrastructure is
important to perform the transmission securely. On the other
hand, large number of nodes and systems are connected to

communication system where several topologies and manage-
ment substructures should be pursued in a reliable way.

The main purpose of this paper is to focus on smart grids and
smart grid communication systems by taking into account the
related technologies, applications and faced challenges. Hence, the
outline of the paper is constituted in four main sections as SG and
smart energy infrastructure, smart measurement and metering,
communication technologies utilized in smart grid, and security
issues on smart grid. The present states of each system are sum-
marized and future research directions are presented in several
subsections. The first of them, which is the SG and smart energy
infrastructure, is considered in terms of power generation, trans-
mission and distribution, and customer utilities. Later, the smart
measurement and metering applications are examined by con-
sidering energy management and control systems, and reference
standards. Hardware and software infrastructures of the smart
metering systems that are directly related with communication
and security issues are discussed in detail. The wireline and
wireless communication systems frequently utilized in the SG are
comprehensively investigated. In the last part of the paper,
security issue of the smart grids is reviewed in terms of cyber and
physical security requirements.

The organization of the paper is as follows. Section 2 describes
SG and smart energy infrastructure in terms of power generation
subsection, transmission and distribution, and customer utilities.
Smart measurement and smart metering systems are presented in
Section 3. While Section 4 includes wireline and wireless com-
munication technologies utilized in SG, security issues on SG are
comprehensively considered in Section 5. Finally, some concluding
remarks are introduced in Section 6.

2. Smart grid and smart energy infrastructure

The smart infrastructure system includes smart energy system
besides smart communication, and smart information systems.
The smart energy system where the bidirectional energy and
information flow is supported is constituted of three main sections
as generation grid, transmission grid, and distribution grid. The
conventional generation grid as its name implies produces the
electricity by using centralized power plants of hydraulics, com-
bined heat, nuclear, and fossil fuel based plants. The generated
electricity is stepped up to desired values by using transformers,
and then supplied to transmission grid where the generated
electricity is delivered to distribution grids that are located several
kilometers away. The distribution grid includes a number of sub-
stations to step down the transmitted voltage to distribution vol-
tage ranges, and down to desired service voltage levels. Therefore,
the transmission and distribution systems require several med-
ium/high voltage (MV/HV) and low voltage (LV) transformers in
order to construct the transmission and distribution lines where
the entire system is named as power grid [1,4,13].

A sample power grid is shown in Fig. 2 where it is originally
seen in [14]. While the conventional power grid is intended to
generate and distribute the electricity, the SG infrastructure is
much more flexible owing to communication features that are
illustrated with blue lines in Fig. 2. Besides the communication, SG
allows to integration of several DG sources such as RES and micro-
generation plants that are usually small power generators ranging
from a few kWs to 10 MW and improving the power reliability
themselves [1,14]. The smart energy infrastructure and applica-
tions of the SG can be discussed in three subsections as power
generation, transmission, and distribution referring to Fig. 2.
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Fig. 1. A smart grid perspective with all components [12]. The communication components of a smart grid can include wireline and wireless methods such as power line
communication, IEEE 802.15.4 protocol based technologies, and/or agent based control mechanisms.

2.1. Power generating subsection

The first improvements in power generation were occurred in
the 18th and 19th centuries owing to discovery of cola and pet-
roleum. Although the fossil fuel usage for electricity generation
improved our civilization more than two centuries, their destruc-
tive effects on the environment and climate are being extensively
discussed since a few decades. The increased costs and importing
dependencies are other critic issues of conventional power gen-
eration process. The most recent approaches related to power
generation are promoted by the developments realized in SG term
where the DG is the key solution [1,15]. The next generation power
grids are requested to be in a flexible, manageable, reliable, and
innovative structure owing to information based infrastructures
[16]. RES systems meet these aspects by decreasing the energy
generation and conversion costs, safe integration to centralized
generation plants, efficient storage options including batteries and
flywheels, easily implementable communication and networking
systems [15]. However, DG implementation requires comprehen-
sive analyses before and after the installation since it involves
large deployments achieved from RES such as photovoltaics, wind
turbines, fuel cells, and micro-turbines. On the other hand, the
generation costs of a unique DG source could be higher than a
conventional large-scale power plant [1,15].

Therefore, the smart power generation should be related to
demand forecasting and automatic generation control (AGC) to
decrease generation costs while meeting the energy demand of
consumers and load plants [16-18]. The forecasting methods and
horizons that are generated according to involved periods are
presented in [16]. The AGC has been used for long years to balance

generation and load changes by distributing the required power
among generators. The main objective is performed by controlling
the system frequency since a small deviation in the system load
causes to proportional changes in the frequency [17-20]. The AGC
that is also known as secondary frequency control (SFC) ensures to
meet the power demand owing to several methods such as area
control [18], variable structure, adaptive control, optimal control,
and computational methods as fuzzy or neural networks [20].
While the distributed energy resources (DER) promote cap-
abilities of conventional grid, many of them cannot provide suffi-
cient flexibility, efficiency, and controllability itself. The develop-
ment of DGs requires a large number of DER operating together
with a great capacity comparable to regular power generators that
is defined with virtual power plant (VPP) concept [21-23]. A VPP
can take the place of a conventional power plant owing to its
efficiency and easily manageable structure [21]. Besides being a
flexible representation of DER, VPP can create a single operation
and communication node as an alternative to node-by-node
monitoring. Moreover, a DER in the VPP can be connected to
various nodes in a distribution network where the overall char-
acteristics can be affected in terms of topology, impedance, and
losses [16,22]. The energy management system improved by VPP
controls the generation costs and avoids the possible loss of DER.

2.2. Transmission and distribution utilities

The future transmission and distribution systems are required
to meet the needs of smart grid structure in terms of technical and
economic aspects. The smart power generation enables several
DER to integrate the entire system at transmission or distribution
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Fig. 2. Power generation, control, and measurement diagram across the distribution network and consumers [14].

layers. However, the conventional transmission and distribution
systems were not implemented considering DGs where the
intermittent profile of RES and DER affect the reliability without
any control strategy. The unstable climate changes make RES
based DGs quite dependent to the conditions and causes power,
voltage, and frequency fluctuations [9,24,25].

Therefore, the transmission and distribution utilities are
required to be adapted to ensure power reliability and efficiency
against high penetration of DER to the conventional grid. The
static VAR compensators are widely used systems in this topic.
However, researchers proposed some energy management Sys-
tems and methods for voltage regulations that are performed with
step voltage regulators, and load controllable transformers [24]. In
another study [26], reactive power management systems are
introduced by referring to autotransformers and their compen-
sating features as a line drop compensator. The agent based con-
trol approaches are intended to coordinate the voltage regulators
in an efficient way by determining the optimum voltage and
power rates [26,27].

The adaptation of current transmission and distribution uti-
lities to the smart grid requirements involve some challenges. First
of all, the digitalization should be dealt to convert the transmission
grid to a digital platform in order to cope with communication
protocols. The digital infrastructure provides increased controll-
ability, flexibility, and data management opportunities. The flex-
ibility enables the transmission utilities for easily adapting to
intermittent structures of DER, provides various control strategies

for centralized and deployed transmission and distribution, and
decreases the ensures the compatibility of several types of com-
munication and measurement systems that are interactively
operating |9, 26]. On the other hand, the transmission grid must be
capable to monitoring power flow by itself that is known as self-
awareness includes voltage, frequency, and stability monitoring.
The interactive control and protection mechanism supplied by
system improve the security and sustainability of the entire
transmission and distribution grid. Another important challenge of
conventional transmission grid is sustainability that ensures the
controllable growth of smart transmission grid. The sustainability
of a smart transmission grid is achieved owing to three main smart
system that are smart control centers, smart networks, and smart
substations as shown in Fig. 2 [1].

The enhanced measurement, information, and control techni-
ques are required in order to build a smarter and stronger trans-
mission and distribution grid. PMU is one of the state of the art
measurement techniques that is widely installed and is rapidly
being deployed in increasing numbers. PMUs are intended for
monitoring the phasor synchronizations, voltage stability, load
sharing, power flows; detecting the faulty lines and islanding
requirements, restoring the power systems, and estimating the
efficient algorithms to recover lost power [28,29]. The PMU
operates by extracting phasor of the line voltage and line current
in power systems that all phase components are matched to per-
iod. Moreover, PMUs can also predict the frequency of the trans-
mission line and manages the accurate detection of frequency
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security by rate of change of frequency methods [29-31]. The first
application of PMUs started in 1980s in power systems [30].
However, standardizations of PMUs are performed regarding to
first original synchro-phasor standard, IEEE Standard 1344-1995
[30], while its latest developments are arranged referring to IEEE
Standard C37.118-2005 [29], that plays important role in steady-
state characterization of phasor measurements. The updated ver-
sion of this standard, IEEE C37.118.1-2011, is required to prevent
the measurement errors in terms of total vector errors, and fre-
quency errors [31].

The PMU can be a separate device or an operational section
within a compact unit such as metering or protection devices.
Many power generation and transmission utilities locate PMUs at
the critical substations in order to install a dedicated monitoring
system, and evaluate the information transmitted to load dispatch
centers. A phasor data concentrator gathers the transmitted data
at load dispatch centers to process and save the data [30].

2.3. Customer section utilities

The customer section covers numerous applications in terms of
smart energy infrastructures such as microgrid with RES and
hydrogen, electric vehicles interacting with grid as vehicle-to-grid
(V2G) and grid-to-vehicle (G2V), energy storage systems, and
smart home appliances. The individual customers are able to
install low voltage generation plants by using fuel cells, CHP
sources, RES, and several other DER in the distribution level. The
microgrid model includes energy storage systems and loads
besides customers’ own generation plants [1,13,32,33].

The electrical loads are classified as static loads and electronic
loads regarding to the most basic approach. The load models are
assumed as residential, official and industrial where the official
ones are defined as critical load belonging to military or hospitals
that require highly reliable microgrids. Therefore, these loads
involve some considerations such as priority management in load
sharing, high power quality, and islanding control. The inter-
mittent characteristics of RES are tolerated by battery storages as a
backup model. The load/source operation strategy meets the net
active and reactive power requirement in grid-connected mode,
and stabilization of the voltage and frequency in island mode
[33,34]. In addition to these advantages, the microgrid that is
located near the load-sites decreases the transmission line losses
owing to the distance between generation and consumption
cycles. Moreover, the generated energy over the required can be
supplied to utility grid regarding to regional regulations of trans-
mission and distribution companies [33,34|. The smart home
appliances are one of the most popular components of smart grid
owing to their facilitating assistances to daily life. Smart home and
microgrid integration is incorporated by energy monitoring devi-
ces, sensors that control the air conditioning and illumination, and
smart meters that are capable to be remotely controlled for energy
efficiency. Moreover, a master controller integrates the entire
smart home appliances in a secure and reliable way owing to its
wireline and wireless communication abilities [13,33].

The rising fuel costs and environmental legislations promote
the usage of EVs, plug-in electric vehicles (PEVs), and plug-in
hybrid electric vehicles (PHEVs) all over the world. Although the
PEVs and PHEVs have not been widely spread, the EVs have
attracted much more attention and usage by individuals, indus-
tries, and governments owing to their most effective contributions
on reducing the fossil fuel consumptions. The most recent devel-
opments on EVs were related to electric machines, batteries, fuel
cells, and several other components of a car up to 2000s. However,
latest EV researches have been focused on energy exchange of EVs
through the grid owing to the development of smart grid [35,36].
The batteries of EVs are not only assumed to provide propulsion

but also are considered as an energy storage device that is capable
to supply the grid during discharge modes. Besides, PEVs are quite
advantageous comparing to PHEVs and internal combustion
engine vehicles in terms of grid connection. This opportunity
validates a bidirectional operation of EVs that are defined as V2G
and G2V during the discharge and charge modes respectively
[1,35,37,38].

In the V2G operation mode, EVs supply electrical energy to the
grid by using their own energy storage devices such as batteries,
fuel cells, or hydrogen tanks. Hence, intelligent charger systems
should be used to integrate EVs to the grid while essential dis-
charge and recharge operations were being held during parking
periods. The capabilities and requirements of charger cannot be
spared from G2V operation of EVs that involves bidirectional
power flow for the SG applications [35,38,39].

In [1], a report is cited that remarks a car is driven around one
hour a day in US that means cars are mostly parked in the left
times. The EVs are classified to three major groups as hybrid or
fuel cell vehicles, battery-powered or PHEVs, and solar vehicles
that are used in small RES systems. A hybrid EV includes an
internal combustion engine besides electric motor and a fuel tank
where it generates electricity for its battery. These vehicles serve
as DG systems generating electrical energy by using fossil fuels.
The EVs are operated by their pure electricity system where there
is not any fuel tank or fossil fuel is available, and these vehicles are
assumed as distributed energy storage systems on the SG side
[1,36]. The V2G operation of an EV requires connection control to
grid, SFC, communication among vehicles and grid, instantaneous
bidirectional smart metering, charging with frequency regulation,
state of charge and battery state of charge controls, autonomous
distributed control, and decentralized vehicle control where they
are presented in detail [1,35,38,39].

3. Smart measurement and metering

The improvement of SG does not only promoted by smart
energy infrastructure and power electronics, but also by the high-
level information infrastructure, monitoring, measurement, and
metering operations that provide a widespread communication
substructure. Therefore, it should be noted that the bidirectional
flow that the SG relies on is required for communication as well as
energy. Hence, the SG is completely constructed with its dis-
tributed information systems incorporated to power generation,
transmission, distribution, and consumption nodes. The smart
measurement requirements such as sensors, networks, and PMUs,
while smart metering solutions such as AMI, AMR, and AMM are
investigated in this section.

3.1. Smart measurement

The intermittent structure of DER is widely known and con-
sidered in the context of SG applications where the measurement
networks should be precisely organized to cope with this issue.
Moreover, the interaction of nonlinear loads to the grid, legisla-
tions, and reliability issues inspire a vital role to pervasive mon-
itoring and measurement infrastructures. The reliability and sus-
tainability of the SG infrastructure is depended to a widespread
management and measurement control that is integrated with the
most recent communication systems [40]. The reliability of SG is
quite important to prevent the faults causing outages that cost
$25B-$180B annually to US economy. A robustly planned mea-
surement system can decrease or prevent the faults and increase
the sustainability ratio of the grid. In addition to prevention,
measurement systems are essential for fault location in the long
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distance transmission lines decreasing the outage times and costs
[41].

The measurement perspective handles the SG as a power net-
work that is integrated to distributed measurement systems and
requires to be operated by several control and protection feasi-
bilities. In [40], a concept named distribution system operator is
defined that is responsible of operating, maintaining, and
improving the distribution system with its integration through
several other systems. This control mechanism requires a dis-
tribution management system (DMS) that generates several sub-
structures and control level including measurement, monitoring,
and estimation duties [40]. The DMS should also consider the
power quality measurements in order to ensure nominal voltage
and current characteristics that are delivered to load sites.

On the other hand, the SG viewpoint of measurement side
involves energy management system (EMS) with measurement
subsystems. The EMS framework is classified into two types as
centralized and decentralized where the centralized EMS includes
intelligent algorithms and software while the decentralized sys-
tem uses logical applications widespread on the entire system. The
EMS should measure and estimate the active and reactive power
supplied by DER, load demand, and overloading condition, losses,
voltage drops, and overvoltage occurrences in the active network.
However, numerous ambiguity affecting the accuracy and relia-
bility of EMS operation occurs during measurement cycles.
Therefore, the data stream with too high inaccuracy causes errors
in the operation of EMS that yields unexpected costs [40,42]. The
measurement errors may be caused by faults that are classified as
permanent and temporary. Although the permanent faults are
easily detected by traditional methods, temporary faults causes
critical problems since they cannot be rapidly detected and are
mostly originated from line-to-ground and line-to-line faults that
are caused by physical and environmental effects [41].

It has been referred that the PMU measurements should meet
the requirements of IEEE C37.118 standard [29,42]. The require-
ments that should be taken into account for other SG measure-
ments are also defined by several standards such as IEC61000-4-
30 for supply quality, IEEE Std. 1588 for precision time protocol in
distributions systems, IEEE Std. 2030-2011 for the smart grid
interoperability references. The IEEE 1547 series are defined with
IEEE Std. 1547.4 that is for planned islands/micro-grids and IEEE
Std. 1547.6 is for interconnection to distribution secondary net-
works, and the recently initiated P1547.8, which deals with
extended use of IEEE Std. 1547. On the other hand, IEEE1588-PTP is
available for precision time protocol while IEC 61850 standard
series present regulations for communication networks and sys-
tems in substations [43-46].

o=

ta Communication

=g Metering

3.2. Smart metering

The smart measurement is performed by using an SM that
measures the energy consumption of any customer. Therefore, SMs
should be capable to detect the energy consumption rates in real-
time by capturing the voltage, phase angle, and frequency. A
typical smart metering system illustrated in Fig. 3 consists of
metering and communication infrastructures. The metering sec-
tion of an SM includes time-of-use pricing control, data manage-
ment system, and AMR framework. The communication compo-
nents of a smart grid may include wireline methods such as power
line communication (PLC) or wireless communications. The com-
munication infrastructure should allow bidirectional data flow to
enable the SM to acquire data about customer and utility grid [47-
49]. Hence, the communication section of an SM includes network
connection and control infrastructure that enables the meter to
communicate with remote centers and to run the control com-
mands. Besides the two main sections, the modules of an SM
includes power supply module, control module, metering module,
timing module, communication module, indicating module,
encoding module, and timing module [50].

In addition to previously expressed features of SM, the logging
module stores the consumer information including energy con-
sumptions, date, power factor and so on. The metering module
instantly acquires and measures voltage and current values by
isolating the SM from utility grid. The billing module performs to
generate electricity bill considering the timestamps, while the
timing module provides reference points to this section. Two
styles of the most widely used SM are shown in Fig. 4 where they
can be programmed either to generate bills just depending to
consumed energy from utility grid or billing by considering the
contribution of user's DG sources that feeds the utility grid. Fur-
thermore, the SMs can manage the energy demand of customer by
limiting the consumption or remotely connecting and dis-
connecting other supplies [47]. It is believed that SM will hold vital
roles in future smart grid application owing to their scalability, real
time management, and security features. Access point architecture
is also required to communicate with several hundreds of SMs in a
region that is implemented similar to cell structures. Hence, the
security issues to protect billing data and SMs should be con-
sidered [49,51]. There is an extensive interest on remote mon-
itoring of SMs to increase the grid management and metering
security. Moreover, the remote monitoring of SMs enables the
utility companies to prevent illegal electricity usages that can be
detected by statistical data acquired from SMs.

The AMI features of SM enable to manage bidirectional commu-
nication that makes the SM capable to operate control commands

<
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Fig. 3. A smart grid perspective with all components.
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Fig. 4. Commercial smart meters (a) SM used by EVB Energie AG that uses two-way communication for SM ability to reduce load, connect/reconnect remotely, and interface
to gas and water meters besides its AMR features, (b) high accurate and reliable in a solid-state kWh meter platform package of General Electric.

sent by utility company [52,53]. Against the control opportunity of
SMs, they meet with several threats of unauthorized accesses on
security, safety, and privacy issues. The unauthorized accesses and
attacks make smart grid vulnerable against malicious applications.
Numerous scenarios, protection researches, and cyber warfare prac-
tices are extensively investigated to prevent SMs to pose new risks in
smart grids [54-58]. In addition to the security issues, unauthorized
access to SM can cause to manipulations and billing losses. The SMs
require refusing all these malicious accesses by using trusted soft-
ware. This requirement is defined with secure signal processing (SSP)
term [54] that protects the sensitive data by encrypting algorithms
and properly addressing the SM security faults. The most recent
researches propose privacy-preserving billing and secure data
acquiring in smart grids [59-64]. The SSP is one of these powerful
communication mechanisms that are based on preventing the
unauthorized access to private data. The security mechanism is based
on encryption that provides to process data in cryptographic forms
instead of plain texts [59,60].

Some valuable studies about privacy of SM and secure billing
are presented in the literature [60,62]. Smart metering meets
several privacy interests from media, data experts, and consumers
[60]. The privacy is related to various aspects such as measure-
ment, transfer, and storing between the meters and operating
service. In case of adequate privacy cannot equipped, anyone can
intrude the system and obtain or change any stored data. This
intrusion may cause to the undesired controls like abuses of hea-
ters, coolers, and other households. Danezis et. al. [61] proposed a
method called differential privacy to increase the security of SMs
by hiding special data. The proposed method is based on simpli-
fying the regular differential privacy protocol, and depends on

fixed size databases for a fixed term billing period. The experi-
mental study is tested by adding several defective data to the
stored measurements, and correctness of the billed consumption
is examined [61].

There are several studies performed to increase the security of
SMs [62-64]. Rial et al [62] improved a privacy-preserving pro-
tocol that is based on user agents that comprises a secure com-
munication channel in a wide area network. In the proposed study,
there is not any additional channel requirement while the secure
communication is installed. The agent and private key based
security issues are intensively studied in order to improve the
privacy-preserving methods for SMs [63,64].

4. Communication technologies used in smart grid

One of the most important achievements in smart grid is AMI
system that is used to measure, acquire, and analyze the data
about energy consumption and power quality of each consumer.
Any SM with AMI infrastructure involves communication facility
with metering devices on demand [56]. The bidirectional com-
munication is performed between utility supplier and consumer to
improve maintenance, demand management, and planning cap-
ability of supplier.

Fig. 5 illustrates a block diagram of wireline and wireless
communication architecture used in smart grid. The data man-
agement is one of the quite important tasks in smart grid due to
vital role of measured billing data. The central section of Fig. 5 is
constituted by a metering data management system (MDMS) that
performs data storage and processing tasks. The components of a
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Fig. 5. A distributed communication and management architecture in smart grid [56].

MDMS are outage management system (OMS), geographic infor-
mation system (GIS), consumer information systems (CIS), and
DMS where each system are dedicated to cooperate the commu-
nication and management systems together [56].

The OMS system requires acquiring data when the power
quality or related indicators are extraordinary for a customer. The
regular measurements obtained at high frequencies are not related
to operation features of the OMS and they are filtered at signal
processing stages. This subsystem enables MDMS to detect any
abnormal situation to interfere immediately. The GIS and CIS
systems are required to collect data such as utility location, con-
sumption rates, and billing information about SM and consumer.
The DMS can be handled as a supervisor in the entire structure
where it is in charge to observe power quality and load demand
rates for management and forecasting. The central operation
center can be extended to several distributed operation centers
that are planned in the same MDMS structure [56].

The communication between operation center and SM can be
applied in several protocols by using two ways such as wireline
and/or wireless. The wireline communication is done by using
transmission lines and widely known method is the PLC. The key
idea is based on using the transmission and distribution lines as the
communication medium where any additional communication
channel requirement is tackled by this way. Although the losses of
aged electrical lines are the most important handicap in this
method, the transmission channel decrease total installing costs by
eliminating additional system requirements [10,51]. On the other
hand, PLC applications provide data transmission rates up to

200 Mbps for a single-phase system. It is also possible to use several
wireless communication methods based on IEEE 802.22 protocol
wireless regional area network (WRAN) or IEEE 802.15.4 protocol
that is wireless personal area network (WPAN). There are numerous
wireless smart grid studies that some of them are presented in the
following section can be found in the literature [65-71]. The digital
communication methods are substantially used to improve wireless
networks including ZigBee, Wi-Fi, and Bluetooth to tackle the lack
of PLC at higher frequency applications.

The communication architecture of the smart grid is defined by
IEEE 2030-2011 standard that is important to understand appli-
cations and infrastructures at a hierarchical arrangement [70]. The
standard is intended to create a consensus on the numerous
confusing descriptions by clearly indicating a logical structure for
the smart grid networks including of three sub-networks. The first
network related to customer properties is called private networks
including HAN, industrial area network (IAN) and building area
network (BAN). The second network located at distribution layer is
called WAN comprising neighborhood area network (NAN) and
field area network (FAN). These networks are equipped with sev-
eral control and monitoring systems such as remote terminal
units, AMIs, and PMUs to manage out the various functions
[69,70]. The last network type described by the standard is core
network for the utility sections such as generation and transmis-
sion layers. The core network includes broadband communication
architectures such as local area network (LAN), virtual private
network (VPN), voice over internet protocol (VoIP), and GIS [71-
75]. The communication technologies of smart grid are described



Table 1

Comprehensive list of communication technologies used in the smart grid.

Tech.

Standards
Wireline technologies

Data rate

Distance

Network

Advantage

Disadvantage

PLC

Fiber optic

DSL

NB-PLC: ISOJIEC 14908-3,14543-
3-5, CEA-600.31, IEC61334-3-1,
IEC 61334-5 (FSK)

BB-PLC: TIA-1113 (HomePlug 1.0),
IEEE 1901, ITU-T G.hn (G.9960/
G.9961)

BB-PLC: HomePlug AV/Ext., PHY,
HD-PLC

AON (IEEE 802.3ah)

BPON (ITU-T G.983)

GPON (ITU-T G.984)

EPON (IEEE 802.3ah)

o ITU G.991.1 (HDSL)
e ITU G.992.1 (ADSL), ITU G.992.3

(ADSL2), ITU G.992.5 (ADSL2 +)
ITU G.993.1 (VDSL), ITU G.993.1
(VDSL2)

Wireless technologies

WPAN

Wi-Fi

WiMAX

GSM

Satellite

IEEE 802.15.4
ZigBee, ZigBee Pro, ISA 100.11a
(IEEE 802.15.4)

IEEE 802.11e

IEEE 802.11n

IEEE 802.11s

IEEE 802.11p (WAVE)

IEEE 802.16 (fixed and mobile
broadband wireless access)

e [EEE 802.16j (multi-hop relay)
e [EEE 802.16 m (air interface)

2G TDM, IS95

2.5G HSCSD, GPRS

3G UMTS (HSPA, HSPA+)
3.5G HSPA, CDMA EVDO
4G LTE, LTE-Advanced

LEO: Iridium, Globalstar,

e MEO: New ICO

GEO: Inmarsat,
Swift, MPDS

BGAN,

NB-PLC: 1-10 kbps for low data
rate PHYs, 10-500 kbps for high
data-rate PHYs

BB-PLC: 1-10Mbps (up to
200 Mbps on very short distance)

e AON:100 Mbps up/down
e BPON:155-622 Mbps
e GPON: 155-2448 Mbps up, 1.244-

2.448 Gbps down

e EPON: 1 Gpbs

e ADSL: 8 Mbps down/1.3 Mbps up

e ADSL2: 12 Mbps down/
3.5 Mbps up

e ADSL2+: 24 Mbps down/
3.3 Mbps up

e VDSL: 52-85Mbps down/16-
85 Mbps up

VDSL2: up to 200 Mbps down/up

IEEE 802.15.4: 256 kbps

IEEE 802.11e/s: up to 54 Mbps

e [EEE 802.11n: up to 600 Mbps

802.16:

28 Mbps up
802.16 m: 100 Mbps for mobile,
1 Gbps for fixed users

128 Mbps down/

® 2G: 14.4 kbps
e 2.5G: 144 kbps

HSPA: 14.4 Mbps down/
5.75 Mbps up

HSPA+: 84 Mbps down/
22 Mbps up

LTE: 326 Mbps down/86 Mbps up
LTE-Advanced: 1 Gbps /500 Mbps
Iridium: 2.4-28 kbps

Inmarsat-B: 9.6 up to 128 kbps
BGAN: up to 1 Mbps

NB-PLC: 150 km or more
BB-PLC: about 1.5 km

AON: up to 10 km
BPON: up to 20-60 km
EPON: up to 20 km

ADSL: up to 5 km
ADSL2: up to 7 km
ADSL2+: up to 7 km
VDSL: up to 1.2 km
VDSL2: 300 m-1.5 km

ZigBee: Up to 100 m
ZigBee Pro: Up to 1600 m

IEEE 802.11e/s/n: up to 300 m
IEEE 802.11p: up to 1 km

IEEE 802.16: 0-10 km
IEEE 802.16 m: 0-5 (opt.), 5-30
acceptable, 30-100 km low

HSPA +: 0-5 km

LTE-Advanced: optimum O0-
5km, acceptable 5-30, 30-
100 km (reduced performance)

100-6000 km

NB-PLC: NAN, FAN,
WAN, large scale
BB-PLC: HAN, BAN,
IAN, small
scale AMI

WAN

AMI, NAN, FAN

HAN, BAN,
NAN, FAN, AMI

IAN,

HAN, BAN,
NAN, FAN, AMI

IAN,

NAN,
WAN, AMI

FAN,

HAN, BAN,
NAN, FAN, AMI

IAN,

WAN, AMI

Already constructed wide com-
munication infrastructure
Physical disconnection opportu-
nity according to other networks
Lower operation and
maintenance costs

Long-distance communications
Ultra-high bandwidth

Robustness against  electro-
magnetic and radio interference

Already constructed wide com-
munication infrastructure

Most widely distributed
broadband

Very low power consumption, low
cost deployment

Fully compatible with IPv6-based
networks

Low-cost network deployments
Cheaper equipment

High flexibility, suitable for differ-
ent use cases

Supports huge groups of simulta-
neous users, longer distances than
Wi-Fi

A connection-oriented control of
the channel bandwidth
More sophisticated QoS
802.11e.

Supports millions of devices
Low power consumption of term-
inal equipment

High flexibility, suitable for differ-
ent use cases,

Open industry standards

than

e Long distance

Highly reliable

Higher signal losses and channel
interference

Disruptive effects caused by
appliances and other electro-
magnetic interferences

e Hard to transmit higher bit rates

Complex routing

Higher installing costs (PONs are
lower than AONs

e High cost of terminal equipment
e Not suitable for upgrading and

metering applications
Communication operators can
charge utilities high prices to use
their networks

Not suitable for network backhaul

(long distances)

e Low bandwidth

Limitations to  build

networks

large

e High interference spectrum

Too high power consumption for
many smart grid devices

Simple QoS support

Complex network management is
High cost of terminal equipment
Licensed spectrum requirement

High prices to use service provi-
der networks

Increased costs since the licensed
spectrum

e High cost of terminal equipment
e High latency
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regarding to bandwidth features as narrowband and broadband.
The following sections are dedicated to introduce these technol-
ogies in summary.

4.1. Wireline communication technologies

The wireline communication that is mostly preferred by service
suppliers is used to perform data communication over power lines
as its name implies [66,69,71]. The most important advantage of
the wireline communication is reliability and insensitivity to
interference. Although the PLC is most widely used wireline
communication technology, others including fiber optic and digital
subscriber line (DSL) are widely used over telephone lines. The
digital communication methods can support high-speed data
transmission between 10 Mbps and 10 Gbps in DSL medium, or
between 155 Mbps and 160 Gbps in coaxial and fiber optic cables
[66,71,76].

The PLC faces several technical challenges owing to unexpected
propagation characteristics of transmission and distribution lines.
These disruptive effects and interferences are usually concentrated
at electromagnetic environments such as transformers [71,77,78].
Although there are numerous methods implemented in order to
eliminate disruptive effects of wireline, there are two major PLC
technologies operate in different bandwidths [71] that are nar-
rowband PLC (NB-PLC) and broadband PLC (BB-PLC). The NB
infrastructure was proposed for the transmissions ranging from
few bps to a few kbps at its very early stages. The resulting
bandwidths are later scaled from 1bps to 10 kbps and up to
500 kbps precisely that operate at 500 kHz transmission fre-
quencies. The NB-PLC can be used in both low voltage and high
voltage lines that may cover up to 150 km or more transmission
length. Another PLC infrastructure, BB-PLC, operates at sig-
nificantly higher bandwidth up to 200 Mbps and higher frequency
bands from 2 MHz to 30 MHz [71,73]. The success of NB-PLC
promoted the progress of BB-PLC that is especially intended to
be used for internet service and HAN applications. In 1997, the
primary internet applications that are focused on internet access
and service providing over PLC were seen in Europe. However, the
results were upsetting the PLC based internet access idea. Hence,
the interest is shifted to industrial communication and home
applications in the early 2000s that is accelerated by several
industry alliances such as the HomePlug Powerline Alliance
(HomePlug), Universal Powerline Association (UPA), High Defini-
tion PLC (HD-PLC) Alliance, and The HomeGrid Forum [73]. In the
last decade, there are several standardizations are described to
arrange the implementations such as TIA-1113, ITU-T G.hn, IEEE
1901 FFT-OFDM, and IEEE 1901 Wavelet-OFDM [73,78-80].
Although the several products that enable to operate at physical
layer (PHY) bandwidths of 14 Mbps (HomePlug 1.0), then 85 Mbps
(HomePlug Turbo), and then 200 Mbps (HomePlug AV, HD-PLC,
UPA) are improved, none of them are capable of working together.
On the other hand, the BB-PLC that can be said the complementary
of Wi-Fi at home networking has not yet capable to obtain con-
siderable market share [73]. Other wireline communication sys-
tems besides the PLC are comprised of optical methods and DSL
communications that provide higher data rates comparing to the
PLC. The major advantages of optical communication are its cap-
ability of transmitting data packets of Gbps to several kilometers,
and its strength against electromagnetic interference [71,73].
These features make it suitable for high voltage lines. Furthermore,
a special cable type known as optical power ground wire allows to
transmission of high data rates to long distances.

An another wireline communication technology used in smart
grid is DSL that enables digital data transmission by using tele-
phone lines. Hence, this infrastructure prevents additional setup
cost for communication medium since the electric utilities are

connected to control centers. The types of DSL technologies are
Asymmetric DSL (ADSL) that provides 8 Mbps downstream of data,
ADSL2 + with a maximum downstream of 24 Mbps, and Very-high
bit rate DSL (VDSL or VHDSL) up to 52 Mbps downstream data
transmission over copper wires [71]. The standards, data rates,
advantages and disadvantages of wireline and wireless commu-
nication technologies are shown in Table 1.

4.2. Wireless communication technologies

National institute of standards and technology (NIST) has been
proposed the wireless technologies as important networks to be
utilized for SG. The demand management that is the key feature to
provide efficiency and reliability of SG is based on selecting the
most proper communication technologies to expedite the man-
agement. The main criteria to select the accurate technology are
related to economic and technological feasibilities [81-83]. The
wireless communication networks are one of the most extensively
researched topics in power systems involved in SG concept.
Although the wireless networks brought several advantages in
terms of installation and coverage, the essential lacking is their
sensitivity to limited bandwidth and interference [81].

The wireless network is comprised of hierarchical mesh net-
works using wireless LANs to interact with electrical devices. The
most suitable AMI infrastructures are NANs and HANs for wireless
deployment owing to their low cost installations [81,82]. The
internet based communication infrastructures and data manage-
ment points (DMPs) can be installed either wireline or wireless
where the communication between NANs and DMPs can cover a
range of kilometers. Any DMP can connect and manage hundreds
of SMs where a wide coverage area can be installed with mesh
networking or relaying the DMPs. The innovative studies in SG
applications are rely on highly scalable and wide spreading com-
munication networks that can be easily constituted by using
wireless sensor networks (WSNs). Furthermore, the WSNs should
provide a reliable infrastructure by decreasing the latency against
demand requirements [82,83]. The latency requirements of
OpenSG is less than 1 s for NANs that is more eased comparing to
the commercial broadband communication. HANs that are con-
stituted to perform energy management and demand planning
involve a smaller coverage area comparing to NANs. HANs usually
allows to latency less than 5 s that is also quite facilitated com-
paring to NANs [82].

The outstanding communication technologies used in NANs are
based on worldwide interoperability for microwave access
(WiMAX), universal mobile telecommunications system (UMTS)/
Long-term evolution (LTE), and IEEE 802.22 standards. Besides
these, IEEE 802.11and IEEE 802.15 based Wi-Fi and WPAN tech-
nologies are also used in wireless SGs. The WiMAX, which is an
execution of IEEE 802.16 standard for metropolitan area networks
(MANs) is the principal technology to provide connectivity
between DMPs and SMs. WiMAX uses orthogonal frequency
division multiple access (OFDMA) that is the multi-user adaptation
of regular OFDM digital modulation scheme. The multi-user
structure is obtained in OFDMA by arranging the subsets of sev-
eral subcarriers to unique consumers that allow simultaneous data
transmission from a huge group of consumer in low data rates
[82,84-86]. The subcarrier based multi-user structure of WiMAX
prevents interference among the consumer data and increases the
spectral efficiency of the entire system. Although the WiMAX
structure is not much complicated comparing to cellular stan-
dards, it is not widely adopted as a wireless platform in SG
applications. However, this situation does not limit its chance
against rival platforms owing to its DMP interactions [82].

The IEEE 802.15.4 standard namely WPAN is the reference that
defines the PHY layer for low data rate, low power consumption,
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and low-cost network. The basic PHY layer of WPAN provides
256 kbps data rate in the coverage area starting from 10 m to
1600 m in the star topology for single-hop, cluster-tree, and mesh
topology for multi-hops. The PAN coordinator that manages the
whole network is located in each type of topology. Furthermore,
mesh and tree topologies include additional router nodes to
interact between coordinator and devices to construct multi-hop
connections. Several industrial standards are based on IEEE
802.15.4 standard to perform monitoring and control applications.
The most widely known standards in this classification are ISA
100.11a, Wireless-HART, and the ZigBee that is the most out-
standing one among others since they are used in industrial con-
trol processes. However, ZigBee is widely adopted in both indus-
trial and commercial applications owing to its extended network
management capabilities [71,82].

The cellular technologies such as UMTS and LTE that are based
on Global System for Mobile Communications (GSM) provide
several options for NAN coverage. The main advantage of GSM
based technologies is larger coverage areas comparing other
wireless networks. The evaluation of cellular networks is quite
rapid and novel technologies support broader data bands. The
UMTS that is the most widely known standard of 3G technology
provides data communication up to 168 Mbps in the downlink and
up to 22 Mbps in the uplink. The most recent cellular technology is
4G that is based on LTE and LTE Advanced standards improving the
capabilities of UMTS.

It provides increased bandwidth and spectrum band, facilitated
interaction among different networks, better network support that
are ranging from macro-cells to femto-cells, and more improved
mobile networking capabilities. Although the satellites allow
wireless communication with variable bandwidth and latencies, it
is a quite expensive technology itself.

The satellites are located at orbits known as low earth orbits
(LEO), medium earth orbit (MEO), and geostationary earth orbits
(GEO) to provide communication of networks that are installed in
rural or large spanned locations where they are out of cellular
coverage. It is expected that the decreased costs of smaller satellite
stations can be a chance to integrate this technology to SG appli-
cations and AMI networks [71,82]. Wireless multimedia sensor
and actor network that is introduced in [84] is intended to
transmit image and voice data of several information about phy-
sical structure such as temperature, humidity, and similar
telemetric data.

A novel wireless technology that is assumed to cope with
inadequate spectrum is cognitive radio (CR). Users in smart grid
are defined as primary and secondary in CR applications that allow
dedicating the communication channel to any user, which requires
at the exact time [87]. Since the CR can alleviate the licensed
spectrum requirement, this issue created the most significant
attention that is drawn to this technology. On the other hand, CR
promoted the high radio bandwidths that are required to deliver
large amount of multimedia data including monitoring and power
control units [88]. The traffic management and security issues of
SG are being extensively studied regarding to wireline and wire-
less networks. The cyber security threats of communication sys-
tems are analyzed into four types that are related to availability,
protection, integrity, and authenticity [89,90]. The security con-
cepts considered in SG applications are introduced in the following
sections.

5. Security on smart grid

The SG framework that is planned to completely integrate to
millions of high-speed, bidirectional information devices in order
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to establish an interactive energy metering, and management
operations. A representation of backbone and LAN structure of SG
is illustrated in Fig. 6. The power equipments are intended to
manage demand responses, AMI, and AMR processes. Such a cri-
tical system requires a precisely established protection system
against all possible threats and vulnerabilities of the system
should be prevented accurately. However, the SG is vulnerable
against several security risks since it is visualized to fully integrate
to millions of power devices. This fact increases the awareness of
reliable and secure operation requirements. There are numerous
studies are performed to determine the security issues for
improving the cyber resistance of SG in terms of requirements
[91-97], cyber physical security operations [98-102], and precau-
tion methods based on security agents, protocols and algorithms
[103-109].

The outstanding high-level SG security objectives are listed as
accessibility, integrity and privacy that require well-operated iden-
tification, authentication, and access control at physical level. Fur-
thermore, NIST defines two additional security issues as cyber
security and physical security. The cyber security issues are listed to
sustain the privacy and protection of information and communica-
tion systems at the software level. On the other hand, the security of
the other components of SG that are comprised of physical devices,
smart meters, and power systems is ensured by physical security
requirements [91]. The communication protocols that are located at
the higher application levels should also be secure and efficient.
Public key infrastructure (PKI) technologies are proposed to meet
security requirements in terms of identification and authentication.

{:} Threats

( 5
Connection-based:
- RF jamming
- Wireless scrambling
- Eavesdropping
- Message modification and injection
- Protocol failures
- Physical attacks and natural disasters
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Hence, users or power devices can authenticate each other by using
digital certificates that enables its owner to encrypt and decrypt
messaging [92,108]. The communication backbone includes wireline
and wireless communication methods that are introduced in the
previous section. The infrastructure is managed by gateways in LANs
and by the routers in higher bandwidth requiring networks. The
verified supervisory control and data acquisition (SCADA), as a PLC
method, is widely used for management and monitoring applica-
tions of conventional transmission and distribution lines while the
wireless methods such as ZigBee, Wi-Fi, GPRS, and GSM technolo-
gies are widely used for remote control and metering applications of
consumer plants. The LAN is constituted by ad-hoc network of
wireline and wireless communication technologies including sensor
networks [91,96-99]. Some studies are especially focused on phy-
sical layer attacks that are most widely seen vulnerability issue of
entire SG system [93-95]. Nordell reports that the communication
protocols used in SG are same with the layered open systems
interconnection (OSI) model where the lower three layers (physical,
data link, and network) are complex and insecure comparing to
upper four layers [94]. The denial-of-service (DoS) attacks are
assumed as the malicious attacks against availability of SG. The main
targets of DoS attacks are to delay, to block or to create interruption
to make network unavailable by sending fake requests to servers
and network. Maybe not all parts of SG but some uses IP-based
communication protocols that are vulnerable to DoS attacks against
TCP/IP protocols where it is widely studies [97-104].

The potential threats that are directed to SG are illustrated in
Fig. 7 where they can be connection-based and device-based. The

2
Device-based:

- Physical attacks and natural disasters
- Rogue access points

- Man-in-the-middle attacks

- DoS attacks

- Replay attacks

- lllegitimate use of services

- Masquerading

- Wardriving

l Base

Home area network

Neighborhood area network

Fig. 7. Smart grid deployment and potential threats [98].
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sensor networks based on distributed mesh topology provide SG
communication infrastructures such as HANs and NANs with cost
efficiency. However, the multi-hop mesh networks are more
exposed to cyber attacks comparing to single-hop networks.
Therefore, an important security issue in wireless SG applications
is related to WSNs [105-107]. The security in a mesh network
requires high capability to protect the message integrity against
cyber attacks to guarantee the confidentiality and authenticity of
the data transmissions. In order to manage security protocols, the
IEEE 802.11s standard is released for IEEE 802.11 WLAN networks.
This standard defines a default security protocol named simulta-
neous authentication of equals (SAE) that is based on a single
password protection on all nodes. Since the unique password
application makes the network vulnerable to attacks, efficient
mesh security association is improved as an alternative method to
SAE [105]. Although the cyber attack risk always exists for SG,
there are numerous approaches are being improved and protec-
tion methods are being extensively studied. The cyber security
requirements and physical security requirements are discussed in
detail in the following subsections in order to provide further
understanding.

5.1. Cyber security requirements

The industrial control systems are assumed as preliminary
applications of SG owing to their network based hardware fra-
meworks. Several cyber attacks disrupting and destroying the
regular operations of the targeted systems are occurred in the last
few years. Idaho National Laboratory performed an experimental
study in 2007 to destroy the control mechanism of a diesel gen-
erator that was being operated remotely. In another event, it is
believed that the Russian army destroyed the utility grid of
Georgia by the cyber attacks during the Russian-Georgian war in
2008. According to a report of Wall Street Journal, cyber attacks
are targeted the US grid and located numerous spies to the system
for destroying the infrastructure. Certainly, the most significant
and most famous attack was named Stuxnet that targeted pro-
grammable logic controllers of Siemens that is widely used in
industrial control and communication systems such as SCADA. The
operating system of controller was running on Windows, and
Stuxnet exploited four different zero-day vulnerabilities resulting
to destroy 60% of Iranian nuclear plant that is targeted [98-100].
These significant attacks prove that the cyber security of the SG
plays a vital role in any case, and should be accurately taken into
account.

The cyber security requirements are firstly related to awareness
of the threat. Accordingly, the attacks should be detected and
immediate resistance should be performed against the attack.
However, since the SG that is deployed large areas with millions of
nodes is almost an open communication network that makes
impossible to secure each node against attacks. The communica-
tion network is required to test and compare the changes of the
data stream, should regularly track the network traffic to detect
abnormal activities occurred during the attacks [91-94]. The DoS
attacks aim to exploit resources by sending unlimited fake
requests to the system. Another type of DoS attacks, the dis-
tributed DoS attacks, is executed by using distributed resources
such as SMs, power devices, and appliances. The smart meter
attacks may cause to loss of pricing data that is critical to serious
economic implications. Therefore, the integrity of billing infor-
mation, meter data, commands, and running software is quite
important. Although the integrity destruction of software is lim-
ited on income losses, it is a critical issue since intrusions or
malwares can handle the control of any device, grid, and appliance
[98-100]. Privacy of the measurements is required to ensure the
identification and access control to prevent unauthorized accesses

to devices. The uncontrolled intrusions threat the security of the
resources, while personal security becomes vulnerable due to
acquired usage information. The privacy is provided by using
cryptographic functions on the entire grid to encrypt and decrypt
data [91,98,99].

The PKI technologies are considered to meet attack detection,
prevention, and privacy requirements owing to their interaction
with trusted softwares. PKI includes several policies and proce-
dures to identify customers depending to its digital certification
framework that defines management, configuration, and operation
strategies. The authorization process is performed by connecting
data of registration authority and verification data called the cer-
tificate authority. The PKI certificate should be controlled and
verified at each cycle referring to signing requests. Although the
PKI technologies are thought quite complex, the main application
includes four elements in a smart grid that are PKI standard,
automated trust security, certificate, and PKI tools [92,95,96].

Besides the certificate applications such as PKI, the security can
be achieved by using various communication protocols that
enables efficient and reliable data stream on the grid. On the other
hand, it is important to ensure real time performance and opera-
tions of the SG depending to the selected communication method.
Including quite complex communication algorithms to the trans-
mission and distribution infrastructure can cause to decrease the
performance and increase the unexpected vulnerability issues
[97]. Therefore, the trade-off between security and performance
should ever be considered.

5.2. Physical security requirements

The most important physical equipments of SG are the SM and
the PMU that consist of the sensor nodes. The SMs that are simply
electrical meters are operated with bidirectional communication
technologies to transmit consumption rates and pricing data in
real time. On the other hand, PMUs are intended to measure the
power quality of any system, and communication technologies are
usually based on wireless equipments. The MDMSs communicates
with sensor nodes and control centers through the measurement
and control networks to analyze the actual data and make
decisions.

Therefore, entire system is controlled even in the physical layer
applications, and the security requirements as awareness, attack
detection, prevention and privacy are met by this way. The SM
gathers the instant consumption data and unauthorized intrusions
are determined by the methods of AMI. One of the most important
acquisitions of SMs is preventing the illegal usage that is especially
seen in underdeveloped countries. An interesting subject of illegal
electricity usage is noted in [110] referring to an electric service
provider from Canada that is related to marijuana growing that is
told that requires high amount of energy. Whatever causes to this,
the framework including SM and AMI significantly prevents the
illegal electricity usage. The framework notices the control center
during the physical tampering, and the operation of SM can be
locked remotely. On the other hand, other unauthorized access
intrusions are immediately refused and are logged in the database
of consumer. Electricity service supplier can monitor the modified
consumer data at any time and can generate and save reports
about the usage characteristic of SM [110-112].

The PMUs are utilized to measure the power flow direction and
amount regarding to phasor measurements that are based on the
amplitude and phase angle of voltage, current, and frequency. The
higher phase angle of the first node means that the power is
flowing form first node to second node that has lower phase angle.
The magnitude of phase difference is depended to the amount of
power flow from source to load where it can disrupt the stability
of grid if it exceeds the permitted limits. Therefore, phasor
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measurement plays vital role to sustain the stability of power grid.
The PMU includes timestamp and synchronized phasor measure-
ments since the time synchronization of phasor nodes is required
to analyze or monitor the grid at an exact time. Accordingly, the
syncro-phasors that are synchronized by global positioning system
(GPS) are used. Comparing to SCADA, PMUs perform more certain
measurements owing to their sampling capacity that is increased
up 60 measurements per second. The synchronization of mea-
surements is considerably significant to pursue the real time
control operations of power grid, and system planning. Further-
more, the syncro-phasor measurements allow to prevent illegal
electricity usages particularly in large areas where the GPS assis-
tance enables to detect the exact node [111].

Several additional precautions can be taken by assisting the
SMs and PMUs in order to increase the physical security. The most
recent ones of additional applications are performed with network
synchronization supporting the periodical controls of SM. The
additional equipment requirements include multi-hop networks
using mesh topologies, and multiple link layers. These both
requirement are based on multilayer authentication, and adapting
the multiprotocol framework to advanced meters [113]. In this
context, a sample application that proposes a secure smart-
metering protocol (SSMP) is performed in [114] where it is
designed for PLC applications. The procedures of SSMP targets four
topics as generation of key materials and service supplying to the
devices, authentication by using keys, secure communication
between nodes, and withdrawing the management of dis-
connected devices. The protocol is based on several cryptosystems
such as PKI, digital certificates, authentication keys, and share keys
on the PLC network. In its proposed state, the protocol seems
capable to prevent unauthorized accesses, DoS attacks, sustaining
the privacy on a PLC network [114]. Since PLC does not require a
dedicated communication infrastructure, it can be easily con-
structed and allows to connectivity. Moreover, it can be connected
to several wireline and wireless networks through the backbone
network.

6. Conclusion

This survey is comprehensively focused on smart metering and
smart grid communication methods by considering the related
technologies, applications, and challenges. Therefore, the survey is
organized in four main sections that are SG and smart energy
infrastructure, smart measurement and metering, communication
technologies used in smart grid, and security on smart grid. The
actual situations of each system are outlined and future research
directions are introduced in several subsections. Moreover, the
most recent topics such as microgrid, electric vehicles, and DG
integrations are surveyed in terms of SG interactions. The SG and
smart energy infrastructure is introduced in three aspects of the
entire system that they are power generation, transmission and
distribution, and customer utilities. The smart measurement and
metering applications are surveyed referring to energy manage-
ment and control systems, and reference standards. The smart
metering system is reviewed according to hardware and software
infrastructure that are directly related to communication and
security issues. The communication methods used in SG frame-
work are analyzed as wireline and wireless technologies where
the management and control requirements are surveyed in detail.
Therefore, a comprehensive table is presented including the
standards, data rates, possible distances, network types, advan-
tage, and disadvantages of each communication technology.

The security issues of the SG that is assumed as the transition of
a traditional framework to a digital era of power flow and com-
munication network are investigated in the fourth section. The

outstanding high-level SG security objectives are surveyed in
terms of cyber security requirements and physical security
requirements. The smart protection methods, protocol based
privacy, precautions against vulnerabilities are discussed in the
security section. The evolution of SG shows that the security plays
vital role in the reliability and sustainability of the entire system.

In case of the whole paper is considered, most of the current
studies aim to increase the energy efficiency, demand manage-
ment, utility planning, cost control and constructions. However,
there some challenges and potential research issue can be
remarked for metering application, SCADA networks, WAN mea-
surements and control issues, and forensic sciences. For example,
privacy of the personal usage and behavior of customers are one of
the most important challenges in SM applications. On the other
hand, security of data acquisition and storages, and operation cost
predictions. It is believed that the most important challenges on
SCADA applications are related to scalability issues that can be a
worthy research issue in terms of scaling the networks and data
collection in SCADA framework. The data processing, data security,
and data storage issues are important challenges for WAN mea-
surement that includes almost millions of nodes. Therefore, the
storage problems of huge data amount can be coped with com-
pression methods, sophisticated processing algorithms. The for-
ensic sciences are also related to SG networks and application due
to detecting and preventing the illegal usages. For this purpose,
long-lasting data management and data storages are great chal-
lenges. In order to overcome these challenges, utilities need to
expand data management systems into distributed data centers to
handle huge data in a safe and reliable way. For this purpose, the
most important candidate is cloud computing that is a developing
computational model ensuring on-demand facilities and shared
resources through the Internet. Energy management methods in
smart grids can also be assessed by considering cloud computing
applications. In addition, this structure provides more memory
and storage ability for management systems. Moreover, this
computing method can be utilized on the issue of communication
management systems of SG. For instance, huge data obtained from
SMs can be easily managed by cloud computing. Additionally, it
offers the advantage of better security features. The event logging,
instant access features, and critical intrusion management
researchers could be considered to be studied.
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